STAT

WASHINGTON, D.C. 20301

U-67,444 /DS-6C3 -

MEMORANDUM FOR THE CHAIRMAN, SECURITY COMMITTEE, UNITED STATES
INTELLIGENCE BOARD

SUBJECT: Exception to Established Policy

References: a. DA, OACST (DAMI-DOS), memo, dated 31 August 1973,
subject: Authorization to Release Intelligence and
CONTROLLED DISSEM Traffic to Contractor Personnel
(Enclosure). :

b. DCID No. 1/7, approved 5 October 1970, subject:
Controls for Dissemination and Use of Intelligence
and Intelligence Information.

1. Reference a. requests an exception to the policy cited in paragraph
6.2.(2) of reference b. to authorize Federal Electric Corporation (FEC)
employees access to Intelligence and CONTROLLED DISSEM traffic. The
access to such message traffic is to be on a recurring basis under
STRATCOM Contract DAEA 18-71-C-0024, while operating the telecommuni-
cations facility in support of USDAO Saigon for the duration of the
STRATCOM contract.

2. Forwarded for your consideration is the request to determine the
propriety of granting the waiver inasmuch as the telecommunications
facility services messages of the intelligence community and the
requested exception to policy is on a continuing basis.

FOR THE DIRECTOR:

1 Enclosure a/s

/ JL, Celonel,/ USA
Assistaét Deputy Director for
Counterintelligence and Security

(o] &4
DA, OACSI (DAMI-DOS)
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DEPARTMENT OF THE ARMY

OFFICE OF THE ASSISTANT CHIEF OF STAFF FOR INTELLIGENCE
WASHINGTON, D.C. 20310

§ 5 Aud 9/d
Rerenmonor: DAMI-DOS : 9+ nY

MEMORANDUM FOR: DIRECTOR, DEFENSE INTELLIGENCE AGENCY

ATTN: DS-6 C3

SUBJECT: Authorization to Release‘Intelligence and CONTROLLED
DISSEM Traffic to Contractor Personnel

. 1. Reference 27-28 August 1973, conversations between CPT
25X1 . CounLerlntelligence and Security Division,

25X1 ‘ DIX and | |Security Division, Directorate of
Operations, OUACSI, DA.

2. Attached as Inclosure 1is a request from the Defense
Attache, Saigon concernlng subject access. The request was
validated by Army because STRATCOM contracted with Federal R
ectric Corporation to provide communications for the '
Defense Attache Commuficatidns’ Facility in Saigon, In view

of the personnel constraints imposed in Vietnam, this re-~

quest appears justified and Department of the Army favors
granting such access.

3. The request will require coordination with each USTIB !

Agency. Inasmuch as the release 6f the information is in

support of a DIA supervised activity, request that DIA
coordinate the release with'other USIB Agencies.

4, Request that this office be notified of the decision
so subordinate elements can be informed.

FOR THE ASSISTANT CHIEF OF STAFF FOR INTELLIGENCE:

1l Incl : A 25X1

as Deputy Director of Operatioﬁs
' for CI&Security
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'8CC-IS (19 Jun 73) 1st Ind

SUBJECT: Authorization to Release Intelligence and CONTROLLED DISSEM
Traffic to Contractor Personnel

Headquarters, US Army Strateglc Communications Command, Fort Huachuca,
Arizona 85613 16 August 1973

TO: HQDA (DAMI-DOS), Washington, DC 20310

1. This command recognizes the valid requirement to authorize FEC
employees access to CONTROLLED DISSEM traffic under STRATCOM Contract

| Permission is requested under the provisions of para-

graph ¥, AR 30U-9. Request DAO, Saigon RVN and CINCUSARPAC be notified
direct with info this headquarters.

2. Additional justification is provided at Inclosure 2.

FOR THE COMMANDER:

2 Incl (f

Added 1 incl ¥~ Colonel, GS

2. Msg AOSCE CC, : ACS -Intel & Scty
131331Z jul 73

CF:

CINCUSARPAC, ATTN: GPIN-SM

DAO, Saigon RVN, ATTN: .AOSCE CC
SCC-POA-SP
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OFFICE OF THE ASSISTANT CHIEF OF STAFF FOR INTELLIGENCE
WASHINGTON, D.C. 20310

REFPLY TO

arrentionor: DAMI-DOS 19 JuN 973

SUBJECT: Authorization to Release Intelligence and CONTROLLED
DISSEM Traffic to Contractor Personnel

Commander

US Army Strategic Communications Command
ATTN: S5CC-POA-SP

Fort Huachuca, Arizona 85613

1. Reference fonecon between Mr.l STRATCOM, 25X1
and OACSI, 14 June 1973.

2. Attached as Inclosure is a USARPAC message, DTG 0202132
Jun 73, subject as above. The inclosed message requests
authority to release CONTROLLED DISSEM information to con-
tractor personnel in Saigon. The message does not provide
enough information for this office to obtain the requested
permission.

3. The personnel requiring this authorization are employees
of the Federal Electric Corporation (FEC) who work under
STRATCOM Contract DAEA 18-71-C-0024.

4. Request that the STRATCOM contracting officials verify
the necessity of granting subject authorization. If the
requirement remains valid, request that it be handled in
accordance with the provisions of AR 380-9.

5. Direct contact with USARPAC concerning action taken
reference this matter is authorized.

FOR THE ASSISTANT CHIEF OF STAFF FOR INTELLIGENCE:

3

25X1
1l Incl

A
as Acting Director of Operations
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DEPARTMENT OF THE ARMY
STAFF COMMUNICATIONS DIVISION

VICZCSCD587 0S#GO64 REUP 315239 1530225
RATEZYUW RUHHRGA3040 1522348~EEEF-~RUEADWD.

Z .
R 0202137 Jui-33
—EM _CINCUSARPAC FT SHAFTER HI //GPIN=SM//
ADWD/DA WASH DC /)DAMI=DOS// \Exy14¢l

BT

UNCLAS E F T O )

SUBJ: AUTHORIZATION TO RELEASE INTFLLIGENCE AND CONTROLLED DISSEM
TRAFFIC TO CONTRACTOR PERSINNEL

A. AR 380-9, RELEASE OF INTELLIGFNCE MATERIAL TO CONTRACTORS

1. DAD SAIGON HAS REQUESTED PERMISSION FOR RELEASE OF INTELLIGENCE
INFRMATION AND CONTRMOLLED DISSEM MATERIAL TOU US CONTRACTOR PERSON-
NEL. JUSTIFICATION IS AS FOLLODOWS:

THE DAO TCF IS MANMED AND DPERATED 24 HOURS DAILY BY US CONTRAC-
TOR PERSTNNEL. PRESENTLY APPROXIMATELY 80 PERCENT OF THE PERSOMNEL
ARF CLEARED FOR TS AND THE REMAINDER ARE CLEARED FOR SECRET.
ADMINISTRATIVE ACTION IS BEING TAKEN TO CLEAR ALL PERSONNEL FOR
TS, THE FACILITY RECEIVES ALL GENSER TRAFFIC FOR DAOD AND HAS BEEN
CERTIFIED TO RECEIVE, PROCESS AND STORE TS/SPECAT MATERIAL., INCOM=.
ING TRAFFIC IS RECEIVED BY PFRSONNEL CLEARED FOR TS AND IS IMME-
DIATELY ENTERED INTD THE TS/SPECAT CONTROL PROCESS. SPECAT/LIMDIS
#AND CONTROLLED DISSEM IF APPROVED# IS HANDLES IN A SPECIFIED
ENCLOSED AREA AND PLACED UNDER A CONTINUOUS RECEIPT AND DISCLDSURE
SYSTEM. DISTRIBUTION TO ADDRESSEES IS DIRECTED BY THE CHIEF OF
DIVISION. ONY SKELETNON COPIES CONTAINING HEADING AND RNUTING
INFORMATION ARE FILED IN THE TCF, DUTGOING SPECAT/LIMDIS TRAFFIC
AND ROUTING INFORMATION ARE FILED IN THE TCF. OUTGOING SPECAT/
LIMDIS TRAFFIC IS RECEIVED BY PERSONNEL CLEARED FUR ACCESS TD THIS
TRAFFIC, THE TRAFFIC IS THEN ENTERED INTO THE TS/SPECAT CONTROL
PROCESS. TAPFS ARE PREPARED AND TRANSMISSION MADE BY PROPERLY
CLEARED PERSNNNEL. SOURCE MATERIAL AND TAPES ARE THEN-DESTROYED By
UTILIZING AN APPROVED SHREDDER AND THE RESIDUE BURNED, THE CONTRAC-
TOR IS ABLE TO LIMIT TN AN ABSOLUTE MINIMUM THE NUMBER OF PERSON- -
NEL WHO HAVE PHYSICAL AND VISUAL ACCESS TO SPECAT/LIMDIS TRAFFIC,
ORAL DISCUSSION OF CLASSIFIED TRAFFIC IS NOT PERMITTED IN THE TCF,
2. PARA 1-108A, DUD 5220.22-R CONSIDERS CONTRATORS wHD ARE
EMPLUYED ON INSTALLATIONS OUTSIDE THE US TO BE vISITORS TO THE
INSTALLATIONS ANND ARE NOT GIVEN A FACILITY CLEARANCE. FEC HAS BEEN
GRANTED A TS FACILITY CLEARANCE BY DCASR, NEW YORK FOR CONTINENTAL
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DEPARTMENT OF THE ARMY
STAFF COMMUNICATIONS DIVISION

US CONTRACT ACTIVITIES,
3. THE ADMINISTRATIVE CONTRACTING NFFICE HAS CERTIFIED THE CON-
TRACTOR'S NEED TO KNOW FOR ACCESS TO CONTROLLED DISSEM TRAFFIC.
BT ‘

#3040
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SUBJY CONTRACT [AEA 18=71mCe0024, AUTHORIZATION T0 RELEASE INTELw o3

LIGENCE AND CONTRQLLED DISSEM INFQ YO CONTRACTOR PERSONNEL (U} — e

Av DAD AOSOP=IC MSG 2272152 MAY 73, (S) SUBJ AS ABOVE (NOTAL), gfﬂﬁ

5, UR MSQ 7918972 JULY 73 (U) SUBJ NONE STATED, SS)

Ly REF A EXPLAINED THE JUSTIFICATION FOR GONTRAGTOR PEASONNEL TO — 1 @i
HAVE ACCESS TO COWTROLLED DISSEM TRAFFIC, THE TELECOMMUNICATIONS agg;;}

CENTER 1S UNDER FULL UPERATIONS RY THE CONTRACTOR WHO MUST RECE[VE,
TRANSMIT AND PRUCESS ALL GENSER TRAFF]C THROUGH THE FACILITY FOR
DAO, -

Z, ACCESS BY THE GONTRACTOR IS A V*ng REQUIREMENT; ——{gglg::f
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